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ARCHITECTING A SECURITY PROGRAM

The building blocks of a security program are policies, standards, guidelines,
procedures, and baselines, which you use to establish expectations about how
to secure the sensitive resources.

Some of the topics that need to be covered in policies and standards are as follows:

— How the critical resources will be identified ?

— The roles responsible for conducting risk assessments.

— The process that will be followed for risk assessments. /
— How often assessments will be conducted ?

—  How findings will be scored and addressed ?
— The process for requesting an exception.



QUANTITATIVE ANALYSIS

] Qualitative approaches use a relative scale (for example, Low-Moderate-High) to rate risks based on
some predefined criteria for each level and rely on the knowledge and experience of the assessor for
accuracy.
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For example, if you expect to lose five Ble
BlackBerry is $50, then your ALE is 5 x $50 = $250.

If you only lost one blackberry every 2 years, your ALE 0.5 x $50 = $
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